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Why Factors-Problem Statements 
Customers  
Too Many Passwords, password complexities, same passwords, sharing of passwords 
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Why Factors-Problem Statements 
Customers 
Password Changes, Reset requests & Remembering Security Questions for many sites 
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Why Factors-Problem Statements 
Customers 
Too many Tokens, Token Costs, Lost Tokens, Dispatch Costs & Lost Business Costs 
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Why Factors-Problem Statements 
Executive Management 
• Cost of  -- Fraud Operations,  Software Security Controls, Service Desk, Frustrated Users & Lost business 

 

• Identity Theft 9.8% (IC3-2010) - 3rd Most Internet Crime 
 http://ic3report.nw3c.org/docs/2010_IC3_Report_02_10_11_low_res.pdf 
 

• PoneMon Report – 2011 - Cost of Cyber Crime Study  
 http://docs.media.bitpipe.com/io_10x/io_101711/item_452026/2011%202nd%20Annual%20Ponemon

%20Cost%20of%20Cybercrime%20Study.pdf 
 

• The Shocking Scale of Cybercrime - Shared by Richard R. in Mobile Security Trends - LinkedIn  
 http://www.linkedin.com/news?viewArticle=&articleID=761361820&gid=3802786&type=member&ite

m=69965873&articleURL=http%3A%2F%2Fus.norton.com%2Fcontent%2Fen%2Fus%2Fhome_homeoff
ice%2Fhtml%2Fcybercrimereport%2F&urlhash=Cjo1&goback=.gde_3802786_member_69965873 

 

• State of Enterprise Security - 2010 Report by Norton 
 http://www.symantec.com/content/en/us/about/presskits/SES_report_Feb2010.pdf 
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SMS Bank Tokens Vulnerable 
http://www.zdnet.com.au/sms-bank-tokens-vulnerable-rsa-339308633.htm 

Why Factors-Motivation 
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One Time Passwords are not Secure – Analysis 
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html 
http://www.nowires.org/Papers-PDF/OTPanalysis.pdf 

Why Factors-Motivation 

https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
https://infosecisland.com/blogview/11813-One-Time-Passwords-are-Not-Secure-Enough.html
http://www.nowires.org/Papers-PDF/OTPanalysis.pdf
http://www.nowires.org/Papers-PDF/OTPanalysis.pdf
http://www.nowires.org/Papers-PDF/OTPanalysis.pdf


 9 

Why Factors-Motivation 
RSA Secure-ID Hardware Token Hacked 
http://technorati.com/technology/it/article/rsa-hackedtime-to-panic-for-corporate/ 
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Why Factors-Motivation 
US Chamber of Commerce – Proposing No Passwords, Only H/W or Smart Phone based Login 
http://arstechnica.com/tech-policy/news/2011/04/with-passwords-broken-us-rolls-out-internet-identity-plan.ars 
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Why Factors-Motivation 

 Human Psyche for Mobile phones 

 Frustrated Users – many & similar Passwords 

 Human Dependency on Mobile phones 

 Trust on Mobile Network’s Control Channel 

 Increase in Mobile Device Capabilities 

 Use of Mobile’s Geo Loc’ for Authorization Decision 

 Trust on Public Key Cryptography 

 Automated Mobile Signal attacks are costly (Logistics) 

 Mobile Apps – Controlled by Central Release Authorities 

 Mobile Phone Population crossing 5 Billion devices 

 Adult(15-65)Population more than 3 Billion out of 7 Billion 

 Expected – 50 Billion Internet connected Devices by 2020 
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Mobile Device based Authentication 
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nikolas@paypal.com 

************ 

User Registration 

Request Challenge-1 
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Nikolas 

User Registration 

--------------------I Want Password Less Authentication-------------------- 
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nikolas@paypal.com 

123789 

919176617699 

919176617699 

User Registration 

123789 

User Name 

Choose a 6 Digit PIN 
(The same PIN you need to select for your mobile Application) 

Re-Enter Same 6 Digit PIN 
(The same PIN you need to select for your mobile Application) 

Enter Personal Mobile Phone Number (This Mobile Proves Your Identity – Hence Keep this Phone Private to yourself) 

(Eg: If your mobile Number is 9647748443 and your country is India then enter as 919647748443) 

Re-Enter Personal Mobile Phone Number(This Mobile Proves Your Identity – Hence Keep this Phone Private to yourself) 

(Eg: If your mobile Number is 9647748443 and your country is India then enter as 919647748443) 

By Clicking the button below, I Agree All the terms & conditions of PayPal User Agreement and Privacy Policy 
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User Registration 

 
You Got a Message from 

www.paypal.com   
to download the PLA Mobile 

Application from the 
Below Link 

 
 
 

http://www.paypal.com/download

/pla/user/msgcode= X12-
972JM123-ABC 

 
 
 
 

Select “YES”  
to Download 

PLA Mobile App 
 

http://www.paypal.com/
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User Registration 
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User Registration 

To read 
IMSI & 
ICC-ID 
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User Registration 

Same PIN 
Entered on 

the web page 
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User Registration 

UID, IMSI, ICCI-
ID, Mobile 
Number  in  

the DB 

 
 
 
 
 
 

Operator 
Data 

Center 

MSC 
 

HLR 
 

SS7 

1 

2 

3 

4 

Decrypt IMSI, ICC-ID 
with  Servier’s Pvt 
Key  
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User Registration 

Update DB 
with AppID for 

the User 

 
 
 
 
 
 

Operator 
Data 

Center 

MSC 
 

HLR 
 

SS7 

Create AppID 
with Rand  
Generator 
(with some 
other Info) 

Encrypt  AppID with 
(PIN+IMSI+ ICC-ID) 
& ReEncrypt with  
Servier’s Pvt Key 

1 

2 

3 

4 

5 
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nikolas@paypal.com 

User Experience 

Request Challenge-1 

****** 

Your Web Challenge 
Enter This Challenge  
in Your Mobile App 

5678 
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User Experience 

Enter Challenge-1 to Authenticate 
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Nikolas 

User Experience 
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Authentication Process 

Step-1 Credential Collection on TWO distinct Networks 
 
Step-2 User ID is sent by User as multipart/x-mixed-replace Request 
   and Challenge-1  is received on Web Page from Server  
 on IP Network as a multipart/x-mixed-replace Response 
 
Step-3 Server Sends Challenge-2 as Push/SMS  Message on Mobile  
 Phone over the air using Telecom Network (stores Challenge-1 & 2) 
 
Step-4 User enters Challenge-1 on Mobile App & Mobile App reads 
  Challenge-2 from Push/SMS, Hashes C1+C2+IMSI+ICC-ID+AppID 
 and Encrypts with Server’s Public Key (Encrypted Packet) 
 
NOTE: Challenge-2 is always Opaque to user– may or may not know  
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Authentication Process 

Step-5 Encrypted Packet  is Sent  as SMS/Push Response from Mobile 
 Network 
 
Step-6 Server reads the Push Response/SMS Message from User 
 
Step-7 Server Decrypts Encrypted  Packet with its Private Key 
 
Step-8 Server loads C1+C2+IMSI+ICC-ID+AppID stored in the  
 Database for that user’s request and hashes again 
   
Step-9 If Hashes Match then Welcome screen is pushed to the web  
 user as a Response to multipart/x-mixed-replace 



Challenge-1, 2  
And UID 

Stored in Temp 
Auth DB 
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1 

2 

3 

4 

SSL/IP 
Network 

TeleCom 

5 

Return Challenge-1 
HTTP multipart/x-mixed-
replace  MIME Response 

Send UID & Request  
For Login 

Login Page of 
www.paypal.com 

Accessed with  
Desk/LapTop 

NetBook/SmartPhone 

Challenge 
Generator 

1] Enter UID 
2] get Server’s Challenge-1 
 
 

 

Submit 

7 

6 
 
 
 
 
 
 

Operator 
Data 

Center 

MSC 
 

HLR 
 

SS7 

Your Challenge-1 

A2Z4 

IMSI, ICC-ID Already 
Available 
As part of User 
Registration 

Return Challenge -2 
(Any one Channel –

SMS/USSD/GPRS/3G) 

HTTP multipart/x-mixed-replace   
MIME Request 

Authentication Schematics  

Internet 

You Received Auth 
Challenge – Open 

App 

http://www.mps.com/
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1 

2 

3 4 

 
 
 
 
 
 

Operator 
Data 

Center 

MSC 
 

HLR 
 

SS7 

5 

Challenge-1,2, 
IMSI, ICC-ID & 

UID  From 
Auth DB 

Internet 

6 

Decrypt Data with 
Server’s Pvt Key & 
Generate 
Hash & Compare 
Challenge 

Return Auth Result –or- Main 
Page/Insider Pages 
(multipart/x-mixed-replace 
REFRESH/Update) 

Login Page of 
www.paypal.com 

Accessed with  
Desk/LapTop 

NetBook/SmartPhone 

Waiting For Auth 
Result 
 Submit 

Send Encrypted 
Packet 

( Encrypted Hash of 
 Challenge-1 & 2 

+IMSI 
    +ICC-ID 
    +AppID) 

(Any one Channel –
SMS/USSD/GPRS/3G) 

SSL/IP 
Network 

TeleCom 

Authentication Schematics  

A2Z4 

Enter Challenge-1 to 
Authenticate 

http://www.mps.com/
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# 

Connectivity 
Protocol / 

Bearer  
Channel 

Dev 
Cost 

OS  
Comp 

Initial 
Testing 

Cost 

Integration 
Cost  

(Between 
Operator 

& Servers) 

Connection 
Speed 

Connection 
Type 

Location 
Dependency 

User 
Experience  

(Server  
Response  

Speed) 

Setup 
Costs 

(H/W &  
S/W) 

End User 
Charges 

OPS 
Cost 

Support 
(user  

compliants
) 

1 SMS LOW 
Devices that 
has Java 1.4 
or above 

MEDIUM LOWEST LOW 
Store &  
Forward 

Yes - LOW LOW LOW LOW 
MEDIU

M 
HIGH 

2 GPRS 
MEDIU
M 

Devices that 
has Java 1.4 
or above 

LOW LOW MEDIUM 
Packet  
Based 

Yes - LOW SUPER LOW 
MEDIU

M 
MEDIU

M 
MEDIU

M 

3 3G HIGH 
Devices that 
has Java 1.4 
or above 

HIGH HIGH HIGH 
Conn-- 

Oriented 
Yes - HIGH 

SUPERLATI
VE 

HIGH HIGH HIGH HIGH 

4 

USSD-
USSR 
Over 
SMPP 

LOW 
Devices that 
has Java 1.4 
or above 

HIGH HIGH HIGH 

Session  
based 

(between 
Handset 
&  N/W) 

Yes  
-  

HIGH 

SUPERLATI
VE 

MEDIU
M 

NIL LOW 
MEDIU

M 

USSR-Unstructured Supplementary Service Request (Network Initiated Push for Application Start-Up) 

Best Channel with Best User Experience 

Best Channel – Real Experience for PLA 
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Browser ID 
Solid Pass (All or some products) 

Google PIN Check/Verification Code 
 
PLA, Browser ID, Solid Pass & Google PIN Check all  
are based on “Ownership” based authentication model  and 
hence they all can be directly compared for 
  1. Speed of Auth/Z 
  2. Ease of Use (UI, Registration) 
  3. Portability 
  4. Adaptation Flexibility & Scalability 
  5. Security Aspects 
 
NOTE:  PLA is NOT a Funded project like its competitors and 
    hence its peripheral security aspects needs some work. 
 

 

Competitors to PLA 
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  OTPs PLA 

1 
Multiple Tokens - for each "Secure 
Banking Service“ - ICICI, HDFC, CITI 

No need to carry multiple tokens for each  
"Secure Banking Service" 

2 Remember UIDs or User Nos 
No remembering of passwords for any "Secure 
Banking Service“ - Only remember the user ID 

3 
Remembering respective passwords for 
each User IDs or User Numbers 

Easy to add new "Public Key" for any "Secure 
Banking Service” in same mobile app. 

4 

Changing respective passwords for each 
User IDs or User Numbers in Credential 
life cycle 

Application Logic shall take care of selecting 
which "Public Key" to use to encrypt Tokens for 
which "Secure Banking Service" 

5 
Dependent on Mobile Network 
(Mobile OTPs & PLA Both) 

Can be used for "Authorization“ as well (Requires 
additional development) 

6 Cost for HelpDesk/Support Calls for Secure Banking Service can avoid the COSTS of 
   Login Issues/Resets Login issues on the IP Network 
   Token Issuance, Maintenance Password Strength/Expiry/Losses/Resets 
   Token Support calls Only Mobile App Updates is unavoidable cost 
    HelpDesk/Service Desk Calls 

OTP & PLA - Differentiators 
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        http://www.zdnetasia.com/hardware-vulnerable-in-two-factor-authentication-39342580.htm 
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Appendix 
 
 POC Exploit/Failure Scenarios 
 Differentiators – OTP & POC 
 OTP Costs & Cons 
 References 



 35 

 POC Exploit-1- Replay SMS attack 
 Attacker can replay i.e. Capture the signal & resend it 
  within the time frame – attacker would only help the  
 end user of the POC 

 

 POC Exploit-2- Sending Fake SMS 
 Attacker can send fake SMS on behalf the POC User – but 
 cannot receive SMS on behalf of POC User – Courtesy 
  “Control Channel” of Mobile Network, for a successful 
 authentication the attacker must receive the initial  
 Push/SMS Message 

 

 POC Exploit-3- A total Compromise 
 For Successful compromise attacker must know & have: 
 User ID, Cell Phone No, IMSI, ICC-ID, Token-1 & 2, AppID 
 and the “Control Channel” to receive Network Message 

POC Exploit / Failure Scenarios 
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 POC Exploit-4- Lost/Stolen Mobiles 
 Mobile Phone is a precious device hence the time taken for 
  an owner to discover loss of Mobile is likely to be much 
  shorter compared to loss of tokens, which is used only 
  while making a banking transaction. 

    ----Jukka Riivari, CEO & President of Meridea 
Source: 
http://www.zdnetasia.com/hardware-vulnerable-in-two-factor-authentication-39342580.htm 
 

 POC Exploit-5- Zero Protection Scenario 
 Attacker having overpowered the POC User & Mobile Subscriber, 

took control of Mobile device & the Desktop/Laptop/NetBook – 
this POC will completely fail 
 

 POC Failure Scenario–1- Multiple Users 
 POC cannot be used in Least Developed Countries, where 
 Micro-Payments are rampant for Multiple Users per mobile 

 

POC Exploit / Failure Scenarios 
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Hardware token  
–Source -http://www.zdnetasia.com/war-of-the-tokens-62037260.htm 

Banks ABN Amro, China Construction Bank, Citibank Singapore, DBS, HSBC, OCBC, UBS, UOB 

Pros - Has been around longer 
- Not dependent on the mobile phone operator network 
- Does not require any downloads or setup 

Cons -Inconvenience due to "necklace syndrome",  
-where customers with multiple Bank A/c with different Banks will 
have to carry multiple tokens 
-Higher implementation costs.  
-Experts estimate hardware's recurring costs to be around S$40 
(US$24.50) to S$60 (US$36.74) per user per year, compared to under 
S$10 (US$6.12) per user per year for software-based tokens 
- Customer has to pay a replacement fee if it's lost 
- Not tamper-proof 

OTP Costs & Cons 
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Software token for mobile 
– Source- http://www.zdnetasia.com/war-of-the-tokens-62037260.htm 

Banks OCBC Singapore 

Pros - Mobile phone is ubiquitous 

- No replacement fee; customer simply has to download the software 

application to his new phone 

Cons -Dependent on the mobile operator network 
 

- Mobile phone can be as easily lost as hardware token, although 

chances of someone realizing his phone is missing are higher than it 

would be with the hardware token 
 

- Still very new & customers are less familiar with process, compared 

to SMS 

OTP Costs & Cons 
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SMS Tokens  

– Source - http://www.zdnetasia.com/war-of-the-tokens-62037260.htm 

Banks Citibank Singapore & Hong Kong, OCBC, Standard Chartered, UOB 

Pros - Mobile phone is ubiquitous 

- People in Asia are familiar with SMS 

- Requires no training 

Cons -Dependent on the mobile operator network 

- Potential issues like lost transmission and unexpected delay during 

festive seasons or when one is overseas 

 
- Mobile phone can be as easily lost as hardware token, although the 

chances of someone realizing his phone is missing are higher than it 

would be with the hardware token 

OTP Costs & Cons 


